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The purpose of this bulletin is to raise awareness about known interoperability issues between Apple
Devices (I0S 9.0 & later) and legacy Meru branded AP models operating in Virtual Port technology mode.
The Meru Virtual port technology requires a real MAC address of the client device to provide Wifi service.
However, Apple introduced the following behavioral changes with their iOS 9.x releases.

1) Caches the network for certain amount of time, which results delay in updating the newly created
network (CSSID — aka BSSID specific to the client in VPORT).

The above caching causes iOS clients send Auth request to the initially populated network, which is
ignored by VPORT AP. However it succeeds after their network cache timeout, when the client
updates with new network list. This results in delayed connection of iOS client to Wifi network.

2) i0S mac randomization also results in creating multiple networks for the same client, and hence
affects connectivity. This results in delayed connection of iOS client to Wifi network

The further modification in the behavior of this feature in Apple I0S 9 version for probe request frames
caused an interoperability issue.

The altered behavior is described as follows:

The Apple client devices no longer send probe frames, to prevent disclosure of mac address in the probe
frame, instead they passively scan for beacon broadcasts from APs within range. Additionally, the Apple
client devices use virtual mac addresses which they change randomly. These mac addresses do not
correspond to any known vendors (OUI database). The combination of this new altered behavior patterns is
causing the interoperability and incompatibility with legacy virtual port technology implementations.

Possibly Affected Products:

Virtual port is supported only on AP300 (AP301, AP310, AP311, AP302, AP320) and AP433. Hence, this
affects all the above mentioned models of APs.
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Workarounds:

Fortinet has identified an interim workaround that can be applied to relieve these symptoms in most
cases, but the workaround may not be applicable to all scenarios as there are different variables that may
come into play.

Workaround Option 1:
Disable Virtual port:

Disabling Virtual port solves the issues with I0S9 however, this breaks the virtualization architecture and
the system no longer controls the roaming of Wifi devices. Instead, the roaming decisions will be handled
by the Wifi devices themselves (similar to how it works with legacy multi-channel architectures).

Upon disabling Virtual port, you can still run the network on single channel or fall back to multi-channel
depending on the requirement.

If your deployment has VOIP, single channel and Virtual port supported roaming is required for seamless
VOIP experience, if the VOIP is deployed on 2.4 GHz RF band, Vport can be disabled on 5 GHz (all apple
devices support 5 GHz) only and keep the Virtual port enable on 2.4 GHz radio for VOIP.

To disable vport in 5 GHz radio

GUI->Configuration->radio->select interface 2 for all the Aps (do not change this for AP models that does
not use virtual port) refer page 1 for AP models that requires change

Click Bulkupdate->select “native cell” under RF Virtualization mode
802.11n only mode I J

RF Virtualization Mode V' Native Cell j

Same option in 5.3 has different naming, follow same steps as above till you select bulk-update after
which

Change “Virtual cell” to “OFF"to disable Virtual port at radio level in 5.3 & older versions. No further
changes required in ESS profile.

If you do not want to opt for workaround 1, you can follow the below instruction to reduce/workaround
the impact.

Workaround Option 2:
Steps given below solve the issue in most cases but are not 100% effective.

With changes detailed below in place, you would see I0S 9 devices connect successfully but only after
couple of failed attempts.

Note: These steps are intended for customers running System Director Versions 6.1 and Later.
Changes required on each ESS-Profile with RF virtualization mode set to Virtual port

GUI->Configuration->ESS->select the ESS profile and click edit
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Allow Multicast Flag Off Ll
Isolate Wireless To Wireless traffic Off :I
Multicast-to-Unicast Conversion Oon :I

RF Virtualization Mode Virtual Port |

i

Qverflow from MNo ESS Ll

If Band steering is disabled,
Follow the items (a), (b), (c), (d), (e)
From the controller GUI navigate to Configuration > Wireless > ESS.

From here, individually select each ESS-Profile that uses Virtual port and apply the following changes if
not already present:

a) SSID broadcast is set to ON : img 01

SSID Broadcast on v
b) SSID broadcast preference on Virtual Port is set to Till-Association :Img 02
|
SSID Broadcast Preference Till-Association E|
C) After all ESS-Profiles reflect the above changes, from the controller GUI, go to Maintenance > File

Management

On the AP Init Script tab, click New, and when the dialog box comes up, paste the following script:
For Aps with two radios:

radio parentbeacon radioO never

radio parentbeacon radio1 never

For Aps with three radios (AP433):

radio parentbeacon radioO never

radio parentbeacon radio1 never

radio parentbeacon radio2 never

Here's an example for the AP320 script named iOS9PB.scr :
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Note: img 03 is an example only for the scenario where you need to create a new script.

L1207  WLAN Management 7070 1c320

> Monitor
S e Image Library and Logs
4 Configuration —
l AP Init Script l Diagnostics SD versions Syslog
> wizards
¥ Maintenance [ ‘ Script Name ‘ Last Modified Date Add/Edit
Reboot System ] ‘ load-balance.scr ‘ 2012-01-26 11:00:21
Captive Portal *Name [ Max 100 chars]
Import File Radio parentbeacon radio0 never
Customization Radio parentbeacon radiol never

Custom CP

AP Replacement
View Syslog
Password
Licensing
Diagnostics

Max Page Size
Technical Support

Save Cancel

click the “Save” button and you can view the script by selecting the script file name and click “View”to
confirm the changes were applied.

View
button.

If you already have a default boot script in place, no need of creating a new script instead just edit the file.

How to check if there is a bootscript applied?

GUI-Configuration->devices->controller->

img :04
Location Enter 0-127 chars.
Contact Enter 0-127 chars.
Automatic AP Upgrade on ~|
DHCP Server 172 .18 .0 . 130
Statistics Polling Period {seconds)/0 disable Polling 60 Yalid range: [0, 5-65534]
Audit Polling Period (seconds)/0 disable Polling 60 \,fand_ranqe; [0, 5-65535]

Default AP Init Script Enter 0-64 chars.

CP Relay Passthrough on :]
Management hy wireless stations On Ll
Controller Index 0 Valid range: [0, 0-31]

Look for the script file (file name with .scr extension) in the section “Default AP init Script”, Edit the file
(instead of creating a new one as mentioned img 03)

To edit the file
GUI->Maintenance->File management -> under AP init Script-> check the box and select “Edit”

CSB-160302-1 Fortinet 4



=i=RTINET

Technical Support Customer Support Bulletin

Append already existing lines with following lines
“radio parentbeacon radioO never”

“radio parentbeacon radio1 never”

Example:

and L
Add/Edit

ics

*Name load-balance.scr [ Max 100 chars]

radio prt radio0 assigned
= radio Vﬁ’f’f radiol assigned
radio m radioZ assigned
e radio ﬁentbeacon radio0 never
radio W radiol never

Save Cancel

Click Save and follow steps (d) and (e)
If Bandsteering is enabled, Small modification required in Item (c )

Eg: below (GUI->configuration->select ESS profile->edit->Bandsteering mode like shown below

Countermeasure on j
Multicast MAC Transparency Off vl
Band Steering Mode Band Steering to A Band LI
Band Steering Timeout{(seconds) 1 Valid range: [1-65535]
Expedited Forward Override Off ;I
— — —
V' 1 Mbps V' 2 Mbps V' 5.5 Mbps

B Supported Transmit Rates (Mbps)
M 11 Mbps

Recommended band steering configuration
o Band steering to A band

o Band steering Timeout to 1 second

Follow items (a), (b), (d) & (e)
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Small change is required in option (c), instead of two scripts lines, we only need script to be applied on
radio1 which is 5 GHz band like below.

“radio parentbeacon radio1 never”

Add/Edit

*Name PB-disable-script.scr [ Max 100 chars]

radio parentbheacon radiol never
R i

Save Cancel

Below two steps are common for both the check points (with bandsteering Enabled and Bandsteering
disabled)

(d) Now navigate to Configuration > Devices > APs.

From here select the AP's you want to load the AP script to:

AP Table (6 entries) selected:1

B APID AP Name Serial Number Uptime Operational State Availability Status Runtime Image Version | Connectivity Layer APIP AddressforL3 | Ap model
Search:

B 1 AP-1 00:0ce6:02:49:71 004:00n:00m:00s Disabled Offline 7.07-0 None 172.26.0.71 AP1010e
B 2| 2 AP-2 00:0c:e6:17:2e:a7 00d:00n:00m:00s Disabled Offline 7.0-7-0 None 0.0.0.0 AP822i
B3 AP-3 | 0000151355 IS eEnstian fmOalize 20 l12 | 0000 AP832e
7 #| 4 AP-4 ‘ 00:0ce6:08:69:05 [ 004:00n:00m:38s ‘ Enabled | Online l 7.07-0 l L2 0000 AP320
B £ T AP-5 i UU:Uceb:1b:aC.OC " UULLUUILUUILUUS i Uisauvicu i v’ “ 1.uou i None 0.0.0.0 AP822e
B2 7 AP-7 ‘ 00:0ce6:14:6£67 [ 004:00n:00m:00s ‘ Disabled | Offine ‘ 7.07-0 | L2 0000 AP832i

Click the Bulk Update button on the bottom right of the screen. Now check the box on the AP Init Script
row, and enter the name of the script you entered earlier, this example uses the iIOS9PB.scr script:
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Location [ Enter 0-64 chars.
Building [ Enter 0-64 chars.
Floor [l Enter 0-64 chars.
Contact [l Enter 0-64 chars.
LED Mode D :

AP Init Script iOS9PB.scr Enter 0-64 chars.
Link Provny Somatian =l Lsidvange: |1-32000]
Power Supply Type [ -

KeepAlive Timeout(seconds) [ Valid range: [1-1800]

* To update a Field, click the checkbox next to it and input a new value.

\ 0K 7 | cancel |

Click “OK”.
(e) Reboot the AP's that need the Init Script.

Go to the Maintenance screen GUI-Maintanence, and it will take you to the page as shown below. Select
the appropriate AP's for those the script to be applied, and then click “Reboot “on the bottom right side
of the window.

[TIReboot All 7] Reboot Controller

Select APs for Reboot (6 entries) selected:1

@] APID AP Name Serial Number Uptime Operational State Availability Status a | Runtime Image Version | Connectivity Layer APIP AddressforL3 | ap podel

Search: Online

00d:00:24m:11s Enabled Online

AP-1 SRl Sicabiod e e A e 172.26.0.71 AP1010e

~|[ o~ - ESES

AP-2 00:0ce6:17:2e:a7 00d:00h:00m:00s Disabled Offline 7.0-7-0 None 0.0.0.0 AP822i

AP-5 00:0c:e6:16:dc:6c 00d:00h:00m:00s Disabled Offline 7.0-8-0 None 0.0.0.0 AP822e

AP-7 00:0c:e6:14:6fb7 00d:00h:00m:00s Disabled Offline 7.0-7-0 L2 0.0.00 AP832i
Refresh Reboot

The AP Init script will take affect after the AP's are rebooted, once rebooted, test iOS9 devices to ensure
proper connectivity.
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For Release versions on 5.3 or older: There is no GUI option to add boot-script.

Please Follow the below steps to apply through CLI. These steps are only for adding new boot-script, if
you already have one and need to edit the existing boot-script. Please contact support as it requires
engineer level access for customizing the scripts.

Adding Boot-script on 5.3 code version

Open Putty or teraterm or any similar application to get SSH access to the controller
Open notepad and add the following line according to the AP model
For Aps with two radios:

radio parentbeacon radioO never

radio parentbeacon radio1 never

For Aps with three radios (AP433):

radio parentbeacon radioO never

radio parentbeacon radio1 never

radio parentbeacon radio2 never

Save the notepad file with extension “.scr”

Eg: ios9script.scr

login to controller CLI

Controller# cd ATS/Scripts
Controller# copy ftp://anonymous@<ipaddress>/ios9script.scr .
Controller#dir

####You should see the file in the list####

Controller#configure terminal

Controller (conf terminal)# boot-script ios9script.scr
Controller (conf terminal)#exit

Controller#show controller

####Now you should see the following line in the output ####

Default AP Init Script :ios9script.scr

####Then Reboot the Aps to push the script####

Controller#reload ap
After all the Aps comes back Enabled/Online, do the following and close the session.
Controller#cd images
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Technical Support Contact Information: http://www.fortinet.com/support/contact_support.html
Fortinet technical support home page: https://support.fortinet.com

All rights reserved. Fortinet®, FortiGate®, and FortiGuard®, are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also
be trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Statements contained herein
were attained in internal lab tests under ideal conditions, and performance may vary; network variables, different network environments and other
conditions may affect performance results. Nothing herein represents any binding commitment or admission of fault by Fortinet, and Fortinet
disclaims all representations and warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed
by Fortinet’s General Counsel, with an express representation or warranty included therein. All Fortinet end-customers are bound by the terms of
Fortinet’s current End User License Agreement. The information in this Customer Support Bulletin is provided for remedial purposes and is
designed to assist customers in corrective action that may be helpful to the customer.

CSB-160302-1 Fortinet 9



